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O npenoTBpaieH BOSHUKHOBEHUS
yrpo3 HHPOPMAaLIMOHHOM
6e3011acHOCTH OQUIHATIEHBIX CaliTOB

YBaxaeMmsie Kosuieru!

B coorBercTBHHM co cratheil 29 @enepanpHOro saxkosa ot 29.12.2012 r.
Ne273-03 «O6 obpasoBanun B Poccuiickoit denepaiyn» 00pa3oBaTENLHbIE
opranmsaiy¥ (GOpMHUDYIOT OTKPBITEIE H  OOLIEJOCTYIHBIE HMHGMOPMAIMOHHEIE
pecypcsl, cofepxanme HHbOpMaLUIo 00 X AEATENBHOCTH, U 00€CeYnBatOT JOCTYII
K TakdM pecypcaM IIOCPEICTBOM pa3sMeLIeHHs HX Ha OQUIHAILHOM caiiTe
obpa3oBaTenbHON opraHu3alyu B cetd «MHTEpHETY.

TexHonornyeckue M IpPOrpaMMHBIE CPEACTBa, KOTOPbBIE KCIOJIB3YIOTCH IS
GyHKIIMOHHPOBaHUs O(UIATEHOTO caiita 00pa3oBaTelibHON OpraHU3aluy, JOJKHE]
obecrieuMBaThe 3alUTy HMHQOpMAMM OT YHHYTOXEHHs, MOAUMUKANMM U
ONnoKHMpOBaHUS JAOCTyIa K Hel, a Takke HWHBIX HEIPaBOMEpPHBIX JeHCTBUY B
OTHOILIEHUH Hee.

B mensix obecnedeHuss 6ecrniepeGoiHOr0 (YHKIMOHUPOBAHUSA OQUIMAILHEIX
caliToB 0OpasoBaTeNbHBIX OpraHH3alMid IHpocuM oOpaTUTh BHHUMaHME Ha
Heo0XO0AMMOCTh BeIeHUs OPraHH3alKsIMH B IITATHOM (IIOCTOSIHHOM) pexuMe paboTs
[I0 NpeJOTBPALICHHUIO BO3HHKHOBEHHUS yrpo3 HH(popManuoHHOH Oe3omacHocTH. K
ONEPaTUBHBIM M CHCTEMHBIM MepaM IpeJOTBpAaIlleHUs] BO3HHKHOBEHUS YIPO3

UHPOPMAITMOHHOM 0€30MacHOCTH OQUINAIEHBIX CAHTOB OTHOCSTCS:



1) mpoBeneHHEe IOCTOSIHHOTO MOHUTOPUHIA BEPCHM CHCTEMBI YIIpPaBJICHUS
COZEPXKUMBIM OQUIIMANLHOTO caliTa, ero MoayieH;

2) cucTeMaThdeckoe OOHOBJIEHHE [0 aKTyalbHOHM (rmocienHeif) BepcHu

MIPOrpaMMHOT0 00eCIeYeH s CUCTEM YIIPaBJICHMs COAEPKUMBIM caiTa;

3) u3MeHeHHEe Napojied OT aAMHUHUCTPATHBHOM YacTH cadTa M JIMYHOIO
KaOuHeTa OpraHu3aluu.

[Ipocum opraHuzoBaTh paboTy oOpasoBaTeNbHBIX OpraHU3alMid 110
BBITIOJIHEHHIO  OIEPaTHMBHBIX Mep INPeJOTBpAallleHHs BO3HUKHOBEHHsA  YIpo3
HHPOPMAIIMOHHOH 6e3011acHOCTH OQHIIUaIBHBIX CalTOB.

HamnpagnseMm A HCIONB30BaHMs B paboTe peecTp aKTyalbHBIX (IIOCIEIHUX)
BEpCUY U yS3BUMBIX BEPCHUM CUCTEM YIIPABIIEHUS CONEPKUMBIM CalTOB.

[Tpunoxenue: Ha 3 1. B 1 dK3.

ITepBrlit 3amectuTens MunucTpa W/ E.A. Koy3oBa

Ecenus AuatonseBHa Kynaruna, (351) 2638562
PazocnaTth: HCIIONHUTENIO, aJipecaTaM.
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U YA3BHUMBIX BEPCHH CHCTEM YIIPaBICHUS COJIEPIKUMBIM CaiiTOB

IporpammMmHuoe obecrieyenue

Bitrix 1C

AxTyasibHas BEpCUs

20.200.300 ot
07.12.2020

Va3BUMEIE BEPCH

< 12.5.7 BRIIFOYUTENBHO
YSI3BUMBI

Drupal

drupal 9.1.8, 9.0.13,
8.9.15 unn 7.80

<9.0.9, <8.9.10, <8.8.12,
<7.75

Joomla!

3.9.14

3.9.11,3.8.13,3.7.5,
3.6.5,3.5.1,3.4.8,3.3.6,
3.2.7,3.1.6,3.04,2.5.28,
1.7.5,1.6.6, 1.5.26,
1.0.15

WordPress

572

522,5.1.1,5.0.5,4.9.10,
4.8.9,4.7.13, 4.6.14,
4.5.17,4.4.18,4.3.19,
4.2.23,4.1.26, 4.0.26,
3.9.27,3.8.29,3.7.29,
3.6.1,3.5.2,3.4.2,
3.3.5.7,32.1,3.14,
3.0.6,2.9.2,2.8.6,2.7.1,
2.6.5,2.5.1,23.3,22.6mn
T.J.

Plone

522

5.1,5.09,4.3.15,4.2.7,
4.1.6,4.0.10, 3.3.6,3.2.3,
3.1.7,3.0.6,2.5.5 - no
5.1 Bce ya3Bumsl!

Zope

Zope2
npuOIIMIKaeTCs K
Bepcuu 4.0

2.13.18,2.12.20,2.11.6,
2.10.11,2.9.11,2.8.11,
2.7.9,2.6.4,2.5.1.b1,
2.4.4b1,2.3.32.2.5,2.1.7,
2.0.1,1.104

I
6.0.10-bzr, 5.5.9, 5.1.50,
mySQL 8.0.25 5.0.94, 4.1.23
11.3,109,9.6.13,95.17,
PostgreSQL 13.3 | 9.4.22, 9.3.25,9.2.24,
PostgreSQL 12 9.1.24,9.0.23, 8.5,
PostgreSQL DB (12.7,11.12, 10.17, | 8.4.22, 8.3.23.8.2.23,
9.6.22) 8.1.23, 8.0.317, 7.4.30,
7321 ut.
502,490.1,483,
My Admin 510 4.79,4.6.6,455.1,

4.4.15.10,4.3.13.3,
4.2.13.3,4.1.14.8,




4.0.10.20,3.5.8.2

3.35.5 (32-Dit)

3.32.2,3.31.1-3.8.8.3,

|10 | SQLite 3354 (64-bit) 3.7.17,3.6.23.1,3.5.9,
342
| BoG-cepBepa .
2.4.46 (tiocnenuss 2.4.43,2.4.39-2.4.33,

1 Apache crabunsHas) 2.2.34
10.0.0, 9.0.39, 8.5.40,
8.0.53,7.0.93, 6.0.52,

Apache Tomcat é%oég’;bofo% 5.5.35, 5.0.30, 4.1.40,
e 4.0.6,3.3.2,3.2,3.1.1,
3.0,1.1.3

12 nginx 1.19.10- ocHoBHas 1.15.6,1.14.2, 1.13.12,

1.20.0- cTabunpHag 1.12.2,1.11.13,1.10.3
SI3LIKM NPOTPAMMHpPOBAHHS
$.0.6 — Texymas 7.4.0,<7.3.11,<7.2.24,
craBILHAR <7.1.33,7.0.33, 6.0,
7.4.19 — exymas 5.6.40,5.5.43,5.4.45,
13 PHP 5.3.29,5.2.17,5.1.6,
crabuIibHAas
5.0.5,
7.3.28 — crapas
CTaBIBHAS 5.6 BeTKa He
TIOJIEPXKMBAETCS
3.9.0,3.84,3.74,3.6.9,
3.5.7,3.4.10,3.3.7,3.2.6,
3.1.5,3.0.1,2.7.16, 2.6.9,

14 | Python 3.10.0 2.5.6,2.4.6,2.3.7,2.2.3,
2.1.3,2.0,1.6.1,1.5.2,
1.3,1.2

15 ASP.NET ASP.NET Core 3.1 3.0,22,2.1,2.0,1.1, 1.0
48,4.7.2,4.624.52,

16 ASP.NET NET Framework 5.0 4.0.3.51.2.0.50727, 1.1
<3.5.0,3.4.1,3.3.1,3.2.1,
3.1.1,3.0.0,2.11.2,2.2.4,

) 2.14,2.03,1.12.4,

16 | jQuery 3.6.0 1.113, 1.102, 1.9.1,
1.83,1.7.2,1.6.4,1.5.2,
144,132u1.n0

- e Mpowee - -

17 Slick.js 1.9.0 HET

18 modernizr 3.11.0 HET
TOJIBKO Ui WP,

19 SWFObject 2.3 OCTaJIbHEIE HAJIO
CMOTPETh
43.0,4.1.1,4.0.0,3.4.0,
3.3.7,3.2.0,3.1.1, 3.0.3,

20 bootstrap v5.0.1,4.6.0 2.3.2,2.22,2.1.1,2.04,
1.4.0,1.3.0,.1.2.0, 1.1.1,
1.0.0

21 | FancyBox 3.5.7 Jna WP <3.0.3 (3.0.2)

10 3.0.6 ecTh naTuu




11.0.3,10.0.3,

11.0.1, 10.0.1, 9.4.38,
9.3.27,9.2.28,9.1.6,

22 Jetty 9.0.7,8.2.0, 8.1.22, 8.0.4,
9.4.41.v20210516 7.6.21,7.54,74.5,7.3.1,
- 1722,716,702,
3.0,1.1.1,1.0.2,1.0.1,
23 Openssl 3.0 Alpha 17 1.0.0,0.9.8,0.9.7,0.9.6
OpenSSH 8.6
24 OpenSSH released April 19, 8.6,79,6.9
2021
4.922,491,4.90.1,
) 4.89.1., 4.88 Bce, 4.87.1,
25 Exim 4.94 4.86.1,4.852,4.82.1,
4.80.1,477ut.
26 jQuery .prettyPhoto 3.1.6 3.1.4,3.1.5-DSJS
27 TinyMCE 5.8.1 <14.2,B WP <352




